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Abstract

During battlefield operations, military radios (hereafter nodes) exchange information among various units using a mobile ad-hoc
network (MANET) due to its infrastructureless and self-healing capabilities. Adversarial cyberwarfare plays a crucial role in
modern combat by disrupting communication between critical nodes (i.e., nodes mainly responsible for propagating important in-
formation) to gain dominance over the opposing side. However, determining critical nodes within a complex network is an NP-hard
problem. This paper formulates a mathematical model to identify important links and their connected nodes, and presents RAID, a
reinforcement learning-based framework with an encoder-decoder architecture, for efficiently detecting and jamming critical nodes.
The encoder transforms network structures into embedding vectors, and the decoder assigns a score value to the embedding vector
with the highest reward. Our framework is trained and tested on custom-built MANET topologies using the Named Data Net-
working (NDN) protocol. RAID has been evaluated across various scales and weighting methods for both connected node and
network dismantling problems. Our proposed method outperformed existing RL-based baselines, with a 24% performance gain for
smaller topologies (50-100 nodes) and 8% for larger ones (400-500 nodes) in connected node problems, and a 7% gain for smaller
topologies and 15% for larger ones in network dismantling problems.

Keywords: Mobile Adhoc Network (MANET), RL-based Adversarial Information Disruptor (RAID), Named Data Networking
(NDN), Graph Embedding, Battlefield.

1. Introduction

On the battlefield, each side strives to secure dominance over
the other. One side achieves this by exchanging real-time infor-
mation through resilient communication networks and state-of-
the-art communication devices. For communication networks,
the military uses mobile ad-hoc wireless networks (MANETs)
due to their infrastructure-less (i.e., do not require infrastruc-
ture) and self-healing capabilities [1; 2]. Similarly, to exchange
information over MANETs, they utilize state-of-the-art military
radio devices [3] and the Internet of Battlefield Things (IoBT –
including wearable devices and sensors related to the battle-
field) [4; 5]. Reliable communication through a resilient net-
work empowers them to develop real-time strategies that sig-
nificantly enhance the effectiveness and precision of their op-
erations. Conversely, the opposing side employs sophisticated
tactics to undermine these communication efforts. They use cy-
berwarfare attacks1 to disrupt the communication occurring be-
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1In the context of the battlefield, cyberwarfare involves using digital attacks
to disrupt, degrade, or disable the enemy’s communication networks, infor-
mation systems, and critical infrastructure, thereby weakening their ability to
coordinate, communicate, and execute military operations effectively.

tween military entities [6], thereby enhancing their dominance
over the adversary [7].

In modern battlefields, cyberwarfare stands out as a key
factor in determining dominance. Several nations, including
France, Japan, and Germany, are actively incorporating cyber-
warfare into their military doctrines [8]. The objective in cy-
berwarfare is to identify and disrupt the communication of ad-
versary military nodes that are conveying important informa-
tion. These nodes, known as critical nodes, are determined by
analyzing the communication patterns. Critical nodes are fre-
quently engaged in communication with their neighbors and are
linked with more military nodes in the surrounding area com-
pared to normal military nodes, making them more socially
connected. Once identified, a jamming strategy is applied to
disrupt the communication occurring in these critical links.

Unfortunately, identifying and jamming the critical nodes on
the battlefield is not straightforward due to the highly complex
and dynamic nature of the network environment. This com-
plexity arises from two main factors. First, the military nodes
(specifically RF nodes possessed by military personnel) using
the infrastructure-less network are highly mobile. Second, the
scale of nodes in a given area is unpredictable [9]. In such kind
of situation, detecting a critical node itself is an NP-hard prob-
lem [10]. In this paper, we address this problem by developing
a Reinforcement Learning-based framework known as RAID2

2RAID stands for RL-based Adversarial Information Disruptor
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to effectively detect and disrupt critical nodes in complex net-
works of varying scales. We assess the impact of removing
these nodes on overall network connectivity through two key
problems: (1) the connected node problem, which examines
how different node removal strategies affect network connec-
tivity; and (2) the network dismantling problem, which aims
to fragment the network into smaller components with minimal
node removal, measuring the network’s resilience by observ-
ing connectivity degradation. The detailed contributions of this
work are summarized as follows:

• We have derived a comprehensive mathematical model for
determining critical nodes in a complex network that are
mainly responsible for information spreading. Based on
this derivation, we formulated our problem statement for
jamming the identified critical nodes by considering both
the connected node and the network dismantling problem.

• We developed a Reinforcement Learning-based frame-
work incorporating an encoder-decoder architecture. The
encoder leverages a Graph Neural Network (GNN) to
transform complex network information into node embed-
dings by iteratively aggregating the feature weights of the
node and its neighborhood. The decoder processes these
node embeddings using a scoring function (Q-score) to as-
sign a value reflecting each node’s importance within the
network. Based on the highest Q-score, a greedy explo-
ration rate (ϵ) is used to remove the corresponding (criti-
cal) node.

• We conducted an extensive evaluation using MANET
topologies that we created by applying adaptations to the
ndnSIM [11; 12] in the ns-3 network simulator. We as-
sessed the reliability of our framework by examining the
detection of randomly selected critical nodes’ transmis-
sions over short durations in complex networks. More-
over, we evaluated the framework’s scalability and per-
formed a comprehensive analysis of the connected node
and network dismantling problems across various scales
and weighting methods.

2. Background

Military operations have unique features on the battlefield.
These include a clear objective that prioritizes the mission over
individual interests. They maintain a strict hierarchical struc-
ture with consistent information and command exchange [13].
Their goal is to carefully plan strategies, considering factors
like buildings, terrain, distances, etc., to gain dominance over
the opposing side. The crucial element in disseminating com-
mands and information to every military unit depends on the
infrastructure of military communication. In this section, we
will discuss the evaluation of military communication and its
transition toward the modern military communication, the hi-
erarchical structure of the modern military, and their mobility
distribution.

2.1. Evolution in Military Communication

Military communication has undergone significant evolution
throughout the centuries, adapting to advancements in technol-
ogy, strategic requirements, and the dynamic nature of modern
warfare. In the Pre-Electric Era (around two centuries ago),
communication was typically confined to the range of visibility
or the pace at which an individual could move. They employed
a variety of methods for message communication during wars,
utilizing means such as wagons, horseback, and foot to convey
crucial information. For instance, in 490 BC, a Greek courier
covered a distance of twenty-six miles to deliver news of a mil-
itary victory to Athens [14].

The revolution came in military communication after the ad-
vention of electricity. The first significant revolution in military
signaling occurred in the mid-nineteenth century with the in-
troduction of electric telegraphy [15]. This innovation allowed
messages to be transmitted to stations hundreds of miles apart
within a matter of minutes. After two decades, Alexander Gra-
ham Bell invented the telephone, and it was subsequently uti-
lized by Britain for specialized purposes in the military [16].
The primary drawback of using the telephone during the war
was its intricate infrastructure and the cumbersome nature of
the wires.

After a half-century, from 1895 to 1914, the second revolu-
tion in communications unfolded with the advent of wireless
telegraphy for military communication [17]. Both wireless and
wired communication underwent significant testing and utiliza-
tion during the First World War. The military radio was also
tested during this war. Military wireless communication was
further revolutionized in the Second World War with the in-
vention of more sophisticated radio systems (e.g., frequency
modulation (FM) for local communication in sea and lands,
walkie-talkie transceivers etc). In addition, during this period, a
cyberwarfare equipment was introduced, enabling the hacking
(or code-breaking) and retrieval of crucial information from the
radio frequency communication links of opposing forces [18].
The US in the 1960s also introduced its communication stan-
dard called the World Wide Military Command and Control
System (WWMCCS) for integrating all their defense commu-
nication systems [19].

The third and fourth revolutions brought about comprehen-
sive transformations in the military communication structure.
In the third revolution, the invention of transistors at Bell Labs
[20] resulted in the substitution of fragile vacuum tubes with
transistors in radio communication equipment. Additionally,
this era witnessed significant advancements in the encryption
of sensitive messages during wartime [21]. The fourth revo-
lution, which unfolded in the mid-seventies, saw the digitiza-
tion of military communication, accompanied by the introduc-
tion of communication satellites for battlefield communication.
These satellites played a crucial role in providing GPS infor-
mation, proving particularly invaluable in desert areas like the
Gulf Wars [22]. To date, advanced military radios, the Inter-
net of Battlefield Things (IoBT), and infrastructure-free, self-
healing networks are employed for information exchange and
communication in warfare.
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2.2. Network infrastructure of Military Communication

The tactical region presents numerous challenges for various
reasons. First, the battlefield can be unpredictable, featuring
diverse elements such as buildings and varied terrain. Second,
the presence of diverse platforms with numerous tools and de-
vices operating on the same communication channel contributes
to substantial channel impairments. Lastly, the battlefield is
inhabited by military personnel engaged in diverse forms of
communication, including interactions with naval ships, the air-
force, and military vehicles, exacerbating interference in tacti-
cal networks [23]. It is important to note that the structured
network infrastructure (e.g., 5G network) during the battlefield
is infeasible to use owing to to the risk of physical damage from
combat activities and the potential for hacking, which could
compromise sensitive information. In response to these chal-
lenges, the Mobile Adhoc Network (MANET) emerges as a
specialized tactical-purpose network infrastructure capable of
addressing the above mentioned issues. MANET is a struc-
tureless and self-organized network on demand and can be cre-
ated when desired [23]. It supports dynamic topologies, mak-
ing it best suited for the changing conditions on the battlefield;
and is highly scalable. Its decentralized nature contributes to
resilience, and when complemented with cryptographic mea-
sures, it has the potential to achieve a high level of security [24].
MANET also supports the tactical mobility of military units.
Due to these features, MANET is gaining significant popularity
in modern tactical wars.

2.3. Military Mobility Models

The military units have unpredictable and random mobility
patterns. The front-line fighters are infantry units, comprised of
soldiers who exhibit a random walk (RW) model [25]. In con-
junction with infantry units, military vehicles, including tanks
and artillery vehicles equipped with communication devices,
are integral to the operational setup. These military vehicles op-
erate on a random waypoint model (RWM) and establish com-
munication with infantry units to offer assistance as needed.
Simultaneously, they communicate with the operation center,
which has zero mobility, to request aerial or marine support.
The detailed illustration is shown in Figure 1 with the mobil-
ity models along with their communication links. These ele-
ments have distinct communication roles during wartime. As
an example, if the soldiers in the infantry unit decide to alter
their ground strategy, they can communicate this change to their
military vehicles. Subsequently, the military vehicles relay the
message to the operation center, enabling the implementation
of further strategic actions such as launching attacks from the
air, sea, or modifying their maneuvers.

In the following section, we elaborated on the mathemati-
cal model, focusing on the dissemination of information among
military entities. We also explored how we calculated the im-
portance of communication links between these entities and dis-
cussed methods for identifying critical nodes that could poten-
tially pose attack threats.

Figure 1: Exchange of communication between different hierarchical groups in
the battlefield.

3. Mathematical Model

In this section, we articulate the mathematical model for
identifying the most critical nodes. These node are adversarial
military entities for disseminating (or spreading) information
that may lead to a potential attack. Initially, we focus on de-
termining the significance of each communication link among
adversarial military entities [26]. We then create a mathemati-
cal model to identify the critical nodes connected through these
links that are responsible for information dissemination in a
complex battlefield network.

Our problem bears a resemblance to the susceptible-infected-
susceptible (SIS) model of epidemic spreading [27]. We have a
total of N nodes representing military entities and L edges de-
noting the links between them, characterized by the adjacency
matrix A. Each node i can exist in one of two states, denoted
as σi: it can either be in a state of potentially receiving the in-
formation (i.e., susceptible – S) or it has already received the
information from the sender military entity (i.e., infected – I).
Therefore σi ∈ {S,I}. This implies that the subsequent military
entity i is prone to receiving information from the one who has
previously received it, i.e., j. Specifically, the {i, j} link is in
an SI state if σi is susceptible and σ j is infected. The state of
the communication link between two military entities is further
characterized by two parameters: β and µ; where, β represents
the probability of successful transmission (or infection), while
µ denotes the probability of transitioning from the transmission
state to its non-transmission state (recovery).

3.1. Information Spreading Among Connected Components

Our objective is to mitigate the spread of information among
hierarchical groups within the military, as such dissemination
could potentially result in a dominant strategic move by the
opposing side. To achieve this, we employ bond percolation,
aiming to identify and, consequently, remove the critical node
primarily responsible for information spread. One method to
tackle this is by setting a threshold for information spread
within a spectral radius, as suggested in [26]. However, a ma-
jor drawback here is the information continues to spread un-
til it reaches the specified threshold. Moreover, this approach
may be better suited for scenarios with a deterministic network
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Figure 2: Information spreading between military entities.

topology, unlike the dynamic and unpredictable nature of the
battlefield topology. To address this more effectively, we imple-
ment an information containment strategy at both node and link
levels. In particular, we assess the nodes’ and links’ probabili-
ties during the information exchange. For instance, P(σi = S )
represents the probability that node i is likely to receive infor-
mation from the other military entity, or P(σi = S , σ j = I)
represents the SI state probability of the {i,j} link that was used
for the information exchange.

Let us consider a simplified example depicted in Figure 2. In
this illustration, the military entity a faces a threat from oppos-
ing forces. This node aims to communicate the current battle-
field situation (i.e., information about the impending danger)3,
through a MANET link to its upper hierarchy (e.g., headquar-
ter) denoted by b. In this scenario, a is considered to be in an
infectious state ”I”, and the link {a, b} is in an IS state. These
pieces of information can be successfully transmitted from a to
b with a probability β. The node b (i.e., headquarter) is also
linked with other supporting entities, such as air raid services,
artillery, and marine forces, capable of providing assistance to a
based on their demands. As a result, all the other entities {1, 2,
.. N} are likely to receive aid-related information from the head-
quarters b, placing them in a susceptible state S. The probability
of information spreads in the nodes can be expressed as:

η̄ab = βP(σb = S , σa = I)
N∑

n=1

AbnβP(σn = S | σb = I) (1)

where, P(σb = S , σa = I) illustrates the joint probability of
how the information is likely to be transported to node b from a
through the link {a, b} with the probability of successful trans-
mission denoted as β. P(σn = S | σb = I) is the conditional
probability, which shows how all the associated N nodes are
likely to receive the information if b bears it. To prevent the
transfer of information from a to b, it is necessary to remove the
link {a, b}. It is important to note that breaking the communica-
tion between the link {a, b} might be useful if b is not infected.

3The goal is to implement a counter-strategic move

On the contrary, once the information has already propagated to
b and it has entered an infected state I, the removal of the link
{a, b} will not have a significant impact. We can further approx-
imate that the military entity b, along with all associated nodes
(i.e., {1, 2, ..., N}), are receptive to the information originating
from the military entity a in the following manner:

η̄ab ≈ βP(σb = S )P(σa = I)
N∑

n=1

AbnβP(σn = S ) (2)

It is noteworthy that the information exchange can occur in ei-
ther half-duplex or full-duplex mode. For instance, if node b is
aware of the impending threat to a, then node b can reciprocate
by sharing an updated strategic move with a. In such cases, the
information flow will be in the reverse direction. Therefore, we
can denote it as follows:

lab = η̄ab + η̄ba (3)

where lab is link importance, which denotes the information
propagation in a forward way ”η̄ab”, as well as in a reverse way
”η̄ba”.

3.2. Link Importance Within and Between Subnets
In a battlefield setting, the topology is more complex, and

communication occurs within and between subnets4, as illus-
trated in Figure 3. Here, we consider the presence of two
subnets, each with an average interconnection among military
nodes denoted as ⟨k⟩. More precisely, ⟨k⟩A signifies the average
degree of connected nodes in subnet A, while ⟨k⟩B represents
that in subnet B. Moreover, we make the assumption that the
number of connected nodes within the military nodes in both
subnets are not equal, ensuring a random distribution of nodes
within each subnet, i.e., ⟨k⟩B > ⟨k⟩A. Let us also assume that the
successful communication exchange (or information dissemi-
nation among the military entities) is denoted by ρ (i.e., ρA for
subnet A and ρB for subnet B). Therefore, we can determine the
link importance within and between the subnets by using homo-
geneous mean-field approximation [28]. To do so, we substitute
P(σa = I) ≈ ρ and P(σb = S ) ≈ 1 − ρ. The link importance
within a subnet can be denoted by the following expressions:

lA ≈ 2β2ρA(1 − ρA)2⟨k⟩A (4)

lB ≈ 2β2ρB(1 − ρB)2⟨k⟩B (5)

Similarly, the link importance between the subnets A and B can
be expressed as:

lAB ≈ β
2
[
ρA(1 − ρB)2⟨k⟩B + ρB(1 − ρA)2⟨k⟩A

]
(6)

In Equations (4) ∼ (6) above, two parameters are crucial in
estimating the importance of a link within and between subnets.
The first parameter, denoted as ⟨k⟩ reflects the average degree of

4Within means, the communication within the military entities in the same
subnet, and between means, the communication between military entities of
different subnets.
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Figure 3: Link importance within and between the subnets.

connectivity across military nodes. The second parameter, de-
noted as ρ, measures the successful transmission between them.
To determine the relationship between these two parameters, we
employ the nonperturbative heterogeneous mean field (npHMF)
equation [29] as follows:

−µρ + (1 − ρ)(1 − q) = 0 (7)

where µ denotes the probability of transitioning from the trans-
mission state to its non-transmission state (recovery). ρ de-
notes the successfully exchanged information between k-degree
nodes, whilst q denotes the probability of those nodes that have
not received any information from the other nodes. Its value
can be further derived as follows:

q = (1 − βρ)⟨k⟩ (8)

By substituting the value of q from Equation (8) into Equa-
tion (7), we elegantly rewrite the entire expression in Equation
(7) exclusively in terms of ⟨k⟩ as follows: as follows:

⟨k⟩ =
ln

(
1 − µ ρ

(1−ρ)

)
ln(1 − βρ)

(9)

It is evident from Equation (9) that the value of ⟨k⟩ and ρ
are highly interrelated. To demonstrate their relationship using
an example, Let us assume 0 ≤ ρ ≤ 1/(1 + u). This implies
that as the recovery rate µ increases, the successful transmission
ρ decreases. For instance with µ = 0.5, the maximum value
of ρ would be around 0.667. Figure 4 shows the relationship
between ρ and ⟨k⟩. This means that if a node has a higher degree
of connectivity ⟨k⟩, it would have a higher chance to receive
information through one of its links. By applying the definition
of ⟨k⟩ derived in Equation (9) to Equations (4) ∼ (5), we can
determine the link importance within the subnet as follows:

lA ≈ 2β2ρA(1 − ρA)2
(

log(qA)
log(1 − βρA)

)
(10)

lB ≈ 2β2ρB(1 − ρB)2
(

log(qB)
log(1 − βρB)

)
(11)

Similarly, we can also determine the link importance for infor-
mation exchange between the subnets. For example, the link

0 10 20 30 40 50

 k 
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Figure 4: Relationship between successful transmission (ρ) and average degree
of connectivity ⟨k⟩.

importance {i,j} in Figure 3 between node i belonging to subnet
A, and node j belonging to subnet B can be derived as follows:

li j ≈ β
2
[
ρi(1 − ρ j)2

(
log(qi)

log(1 − βρi)

)
+ρ j(1 − ρi)2

(
log(q j)

log(1 − βρ j)

)] (12)

We can use Equation (12) to determine the link importance be-
tween the nodes of different subnets. This holds particular rel-
evance in battlefield scenarios, for instance, such links could
connect frontline fighters (infantry) with headquarters subnets.
These connections are crucial, as they facilitate requests for
support, be it aerial or naval assistance, and also enable the
transmission of strategic commands from the headquarters to
the frontline.

3.3. Determining the Critical Node
Within a MANET, a “critical node” refers to a specific node,

If it encounters issues or fails, could significantly affect the
overall performance or functionality of the entire network. A
critical node can have at least one important link attached to
it, as denoted by Equation (12). This equation is derived from
the joint and conditional probabilities of information sharing in
both directions5. In order to simplify the notation, we represent
the joint probability as follows:

ϕi j = P(σ j = S , σi = I) (13)

This implies that a higher value of ϕi j increases the likelihood
of information being propagated from one node (e.g., military
entity i) to another (e.g., military entity j). Given that any two
nodes connected via a link have a high chance of propagating
information when one of them already possesses the informa-
tion, and if neither of them has the information but they are con-
nected through one or more links, then all connected nodes have
a susceptible probability of receiving the information. This can
be expressed as:

ΘI
i j = P(σi = σ j = I) (14)

5As stated in Equation (3)
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ΘS
i j = P(σi = σ j = S ) (15)

Hence, the information received by a node from its connected
links depends on the aforementioned three parameters, namely,
ϕ, ΘI , and ΘS . The values of these parameters (ϕ, ΘI , and ΘS )
undergo dynamic changes during battlefield scenarios, reflect-
ing the consistent exchange of information among military en-
tities. To estimate their anticipated values, we employ the infor-
mation diffusion model of the susceptible-infected–susceptible
(SIS) [30; 31; 29]. The probability of ϕi j at time (t+1) can be
evolved as follows:

ϕi j(t + 1) = qi j(t)
(
1 − qi j(t)

)
ΘS

i j+(
qi j(t)(1 − β)

)
(1 − µ)ϕi j(t)+

µ
(
1 − (1 − β)q ji(t)

)
ϕ ji(t) + µ(1 − µ)ΘI

i j(t)

(16)

In this Equation, all possible states of information exchange and
non-exchange between nodes i and j have been considered. The
term qi j(t) denotes the probability that a specific node (i.e., i)
is not exchanging any information with its neighboring nodes
except for node j (i.e., unicast). This can be expressed as:

qi j(t) =
N∏

r=1, r,1

(
1 − βAriP(σ j = I|σi = S )

)
=

N∏
r=1, r,1

(1 − βArihri)

(17)

where hri denotes the hostility function of node j towards node i.
It measures the probability that node j is susceptible to receiving
information from node i. The expansion of this function with
respect to variables ϕi j and ΘS

i j may be expressed as:

hi j =
ϕi j

ϕi j + Θ
S
i j

(18)

Having gained an understanding of the function qi j(t) as
described in Equations (17), we are now able to fully grasp
all the components in Equation (16). The first term, i.e.,
qi j(t)

(
1 − qi j(t)

)
ΘS

i j; corresponds to the state where both nodes
i and j are susceptible to exchanging information on the bat-
tlefield at time t. After some time (i.e., (t+1)), node j starts to
receive or exchange information with its neighbors, while node
i still remains susceptible to receiving it. the next term i.e.,
qi j(t)(1 − β)(1 − µ)ϕi j(t); represents the state where nodes i and
j are susceptible to receiving information at time t, and at time
t+1, both begin to receive the information. The third term, i.e.,
µ
(
1 − (1 − β)q ji(t)

)
ϕ ji(t); characterizes the state where node i

begins to receive information from time (t) until time (t+1). In
contrast, node j undergoes a transition from not receiving infor-
mation at time (t) to receiving it again at time (t+1). The final
term, i.e., µ(1 − µ)ΘI

i j(t); represents the state where both nodes
i and j are exchanging information at time (t). However, at time
(t+1), node i undergoes a transition to not exchanging infor-
mation, while node j continues to remain in a communication
state.

By using the same procedure, we can also determine the an-
ticipated values of ΘI

i j(t + 1), and ΘS
i j(t + 1) as follows:

ΘI
i j(t + 1) =

(
1 − qi j(t)

)2
ΘS

i j(t)+(
1 − (1 − β)qi j(t)

)
(1 − µ)ϕi j(t)+(

1 − (1 − β)q ji(t)
)

(1 − µ)ϕ ji(t)+

µ(1 − µ)2ΘI
i j(t)

(19)

ΘS
i j(t + 1) = 1 − ϕi j(t) − ϕ ji(t) − ΘI

i j(t) (20)

Equations (16), (19) and (20) define our system of 3L equa-
tions for determining the state of critical node. It should be
noted that Equation (20) has been normalized, which results in
the simplification of theΘS

i j(t+1) probability. To simplify Equa-
tions (16) and (19) further, we employ a linearization process.
For This, we assume that the probability of information transfer
between nodes denoted as ϕi j, ϕ ji, andΘI

i j,≪ 1. Let O(ϵ) repre-
sent the smallest possible probability of information exchange
between nodes through a link, thus, ϕi j, ϕ ji, ΘI

i j ∼ O(ϵ); and
consequently ΘS

i j ∼ 1 - O(ϵ). This linearized assumption would
finally reduce Equations (16) and (19) as follows:

ϕi j = β

N∑
r=1

(
Ar j − 1 − (1 − µ)δri

)
ϕ jr + (1 − β)

(1 − µ)ϕi j + µ(1 − µ)ΘI
i j

(21)

ΘI
i j = β(1 − µ)ϕi j + β(1 − µ)ϕ ji + (1 − µ)2ΘI

i j (22)

To solve 3L equations, they are first configured with an ini-
tial condition as ΘI

i j(0) = ρ2, where ρ is the proportion of in-
formation spread, defined as ρ0(0 < ρ0 ≤ 1); ϕi j(0) = ϕ ji(0) =
ρ0(1 − ρ0). The iterative process continues until a fixed point is
reached in the solution. Throughout the solution, the assump-
tion is made that all nodes are susceptible to receiving informa-
tion from any broadcasted node, implying ΘS

i j = 1.
As long as the probability of information exchange for a spe-

cific link stays below a critical threshold, the system preserves
its equilibrium state. The threshold is determined by identify-
ing the nontrivial solution of the system. When the transmission
rate of a link surpasses that threshold, that specific node is rec-
ognized as the critical node responsible for conveying crucial
pieces of information within the battlefield. The computation
of the critical value is discussed in the following section.

3.4. Critical Threshold

The critical threshold serves as a value utilized to assess
whether the information spread on a link within a Mobile Ad-
hoc Network (MANET) is in an equilibrium state or an out-
lier state. To derive this threshold, we begin by examining
the steady-state condition of the information spread probabil-
ity. This does not imply a complete absence of information
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Figure 5: Critical link’s Threshold in the MANET.

exchange between any two nodes; rather, there is still ongoing
information exchange, but it occurs within a steady-state con-
dition. It can be given by:

ΘI
i j =
β(1 − µ)
µ(2 − µ)

(ϕi j + ϕ ji) (23)

This equation shows the dynamics of information transmission
by considering both the success probability β and the recovery
rate µ (from transmission to non-transmission state), while the
joint probabilities account for the states of the nodes involved
in the information exchange (ϕi j + ϕ ji). Since, we aim to de-
rive a threshold that can effectively distinguish the link state
when there is communication happening. In order to do this,
we assume that the communication between two nodes is at a
minimum, denoted as follows:

εi = ϕ ji + Θ
I
i j ≪ 1 (24)

This equation is independent of node j because the comprehen-
sive likelihood of node i being in the Infectious state (i.e., ex-
changing information with its neighbors) is established by tak-
ing into account the various potential states of node j relative to
node i. In other words:

P(σi = I) = P(σi = I, σ j = I) + P(σi = I, σ j = S ) (25)

In order to derive the link’s threshold for information ex-
change between the critical nodes, we employ the linearized
definitions of ϕi j and ΘI

i j introduced in Equations (21) and (22)
in the previous section. Substituting these values into Equation
(24), we obtain the following result after simplification:

µ

β
εi =

∑
j

Bi jε j (26)

where Bi j is a matrix that is derived from the following compo-
nents:

Bi j = (1 − Γ)Ai j − Γδi jki (27)

The Bi j matrix is the function of the constant Γ, which is inde-
pendent of the link condition, and is defined as follows:

Γ =
β(1 − µ)

2β(1 − µ) + µ(2 − µ)
(28)

In summary, this constant provides a measure of the infor-
mation spreading potential to persist or die out (i.e., its higher
values indicates a greater likelihood of ongoing transmission
within the population and vice versa). Moreover, Ai j in Equa-
tion (27) is the adjacent matrix of the connected links, ki is the
degrees of the node, and the δi j Kronecker delta function which
is defined as follows:

δi j =

1 if i = j
0 if i , j

(29)

Figure 5 illustrates the µ/β plot, which decreases as β in-
creases. To identify the critical node(s) within a MANET, it is
necessary to determine the first eigenvalue of Bi j in Equation
(26) that intersects with µ/β curve. The point of intersection,
where they meet, represents the smallest value of β (associated
with the largest eigenvalue of B). This critical value of the trans-
mission probability, denoted as βc, serves as the threshold for
the critical node’s transmission and is expressed as:

βc =
µ

Λmax(B)
(30)

where Λmax(B) denotes the maximum eigenvalue of matrix B.
If a transmission probability exceeds this threshold, the nodes
engaged in that link are considered critical nodes.

4. Framework Description

Herein, we first describe the problem formulation for detect-
ing and jamming the critical nodes, and then propose our frame-
work called RAID for achieving the desired objectives.

4.1. Problem Formulation

In a battlefield scenario, our objective is to jam the criti-
cal node(s) to prevent the spreading of information between
the critical military entities. If V represents the total possible
nodes defined as V = {v1, v2, ..., vN} and J is the critical set of
nodes (that need to be jammed), i.e., j = {v1, v2, . . . , vk}, then
our learning target is to minimize the accumulated risk of infor-
mation spreading from the critical node(s). This accumulated
connectivity is formalized as follows:

min
{v1,v2,...,vk}

=
1
k

k∑
i=1

N∑
j=1

V ∩ {vi ∈ J}
(v j ∈ V)

(31)

Here, vi represents a node belonging to the critical node(s) that
need to be jammed. To achieve equation 31, we consider two
important measures.
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Figure 6: Offline training of MANET for detecting and jamming the communication of critical nodes.

1. Critical Node Problem (CN): If ℵ is the whole network,
and Ci represents the pairwise connected critical nodes
within ℵ, then the sequence of all connected critical nodes
is as follows:

Pairwise(Ci) =
∑
Ci∈ℵ

δi(δi − 1)
2

(32)

where δi denotes the size of Ci.

2. Network Dismantling (ND) Problem: Given a cluster of
Ci, the size of its nodes that must be dismantled to prevent
the spread of information from the infected side network to
the susceptible side network must be determined by find-
ing the minimum cut set of Ci [32]. This minimum cut
set consists of the smallest number of nodes that, when
removed, will disconnect the infected nodes from the sus-
ceptible nodes, effectively halting the spread of informa-
tion.

ND(ℵ) = min{δi,∀Ci ∈ ℵ} (33)

4.2. Framework Architecture
RAID purely uses a data-driven approach and does not rely

on domain-specific heuristics. It is based on a Markov decision
process, where the MANET environment is traversed through
a series of states, actions, and rewards. The state keeps up-
dating the residual network6, action identifies and removes the
critical nodes responsible for conveying important information
within the MANET whilst the reward tends to minimize the
Equation (31). The model operates through a trial and error
process, where its parameters are continuously updated as more
episodes are processed, leading to increasing intelligence, as il-
lustrated in Figure 6. It has two main important parts.

4.2.1. Encoder
The encoder utilizes graph embedding, which employs graph

neural networks [33; 34; 35]. This graph representation learn-
ing approach is notably more resilient compared to conven-
tional graph encoding methods like motif count [36], local de-
gree distribution [37], and graphlet kernels [38] etc., which re-
quires extensive feature engineering for node and graph repre-
sentation. The encoder transforms the complex structure of a

6i.e., the remaining links after removing the critical links in the previous
episode. If it is the beginning, it will consider the links of entire network.

network (i.e., complex graph pattern) into a low-dimensional
embedding vector. The embedding vector is computed for each
node within the network by recursively aggregating features7.
Through this iterative process, the embedding vector eventu-
ally integrates information about the node’s interactions with
its neighbors and its current position within the network.

The battlefield’s MANET network resembles a graph, where
the vertices (V) represent mobile military entities, and the
edges (E) denote communication nodes between sets of nodes.
Given this framework, the encoding process of encoder is
shown in Figure 7 which begins by taking a graph G(V,E) with
input features {Xv ∈ R1×c,∀v ∈ V}, depth K, and weight pa-
rameters W1 ∈ Rc×p, W2 ∈ Rp×(p/2), and W3 ∈ Rp×(p/2). A
virtual node s is created, which connects all nodes in the net-
work. The virtual node s efficiently integrating global infor-
mation and acts as a global context or graph state node. This
enhances the model’s ability to learn comprehensive and robust
graph representations. Initially, the node representations h(0)

v are
computed using σ(Xv · W1), where σ introduces non-linearity
and controls activation by zeroing negative values. Subse-
quently, these representations are normalized as h(0)

v ←
h(0)

v

∥h(0)
v ∥2

for all v ∈ V ∪ {s}. This normalization ensures consistent
scaling which is crucial for enhancing convergence. For each
layer l from 1 to K, and for each node v ∈ V ∪ {s}, the
aggregated message from the neighbors N(v) is calculated as
h(l−1)
N(v) ←

∑
j∈N(v) h(l−1)

j . The node representation is then updated

using σ([W2 · h
(l−1)
v ,W3 · h

(l−1)
N(v)]) and normalized as h(l)

v ←
h(l)

v

∥h(l)
v ∥2

.
After K iterations, the final embedding vector for each node is
zv ← h(K)

v . This process encodes the graph information into
node embeddings by iteratively updating and combining node
and neighborhood information.

4.2.2. Decoder
The decoder uses the state s and action a from the encoding

process to compute a score function known as the Q function.
The Q function predicts the maximum reward expected after
taking action a in state s. This computation utilizes a two-layer
multi-layer perceptron (MLP) with rectified linear unit (ReLU)

7e.g., the node’s degree and the cost of its removal, etc.
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Figure 7: The encoder’s process.

activation functions, structured as follows:

Q(s, a) = WT
5 .ReLU(zv.W4) (34)

where W4 and W5 are the training phase weight parameters. The
weight parameters in both the encoder and decoder are learnt
by using n-step DQN [39]. zv ∈ R1xp is the output from encode
which is equivalent to the corresponding state and action, i.e.,
zT

a .zs. The product operation between zT
a and zs is employed

to capture intricate dependencies between them (i.e., state and
action).

4.2.3. Model Training
The detailed training steps are illustrated in Algorithm 1. It

begins by initializing crucial components: a replay buffer B
to store past experiences, a Q-network with parameters Θ that

learns to estimate Q-values for state-action pairs, and a target Q-
network Θ̂ initialized with the same weights asΘ. Each episode
starts by selecting a Mobile Ad-Hoc Network (MANET) with a
random topology and initializing an empty state s1. Within each
episode, the algorithm iterates through time steps. Initially, the
algorithm checks if it is in the initialization phase, where ac-
tions are taken for the first time. During this phase, actions are
chosen randomly with a probability ϵ. However, once the al-
gorithm has accumulated a history of prior actions, it switches
to exploiting learned knowledge by selecting actions that maxi-
mize the Q-value for the current state st. After executing an ac-
tion and observing the resulting reward, the algorithm updates
the state to st+1. Periodically, experience replay stores tran-
sitions (sequences of states, actions, rewards, and next states)
in the replay buffer B. These stored transitions are later sam-
pled randomly to train the Q-network Θ. By using these sam-
ples, the algorithm updates Θ using gradient descent. This up-
date process aims to minimize the error between the Q-values
predicted by the network and the target Q-values, which are
adjusted based on the observed rewards and the maximum Q-
value predicted by the target Q-network Θ̂ for the subsequent
state. Finally, after all episodes and time steps, the trained Q-
network parameters ΘQ are returned, representing the learned
policy for optimally removing the critical node in dynamic en-
vironments.

5. Evaluation

In this section, we begin by detailing our adoption of Mobile
Adhoc Networking within the Named Data Networking (NDN)
architecture. Then, we present a comprehensive assessment
across various MANET scenarios.

5.1. Adoptation of NDN in MANET

In battlefield scenarios where network topology is dynamic
and nodes frequently move, data-centric model of Named Data
Networking (NDN) simplifies data retrieval and management
by allowing nodes to request data based on its content name
[40; 41; 42; 43; 44]. This approach enhances efficiency by re-
ducing redundant transmissions and leveraging data caching to
improve access times [45]. The primary challenge with tra-
ditional Named Data Networking (NDN) is its design opti-
mized for wired networks [46]. In contrast, battlefield scenarios
require wireless infrastructure-less Mobile Ad-Hoc Networks
(MANETs) that support mobility and dynamic topologies [24].
To address this challenge, this paper adopts NDN (utilizing
existing NDN simulator referred to as ndnSIM [11; 12]) in
MANETs using Network Simulator 3 (NS-3) to accommodate
such battlefield environments.

The crucial layer where we apply modifications is the
content-chunk layer [47]. This layer in ndnSim is responsible
for segmenting large data objects into smaller pieces for eas-
ier transmission and retrieval. In particular, our modifications
target the wireless communication part of the content-chunk
layer. The default wireless module of this layer is shown in Fig-
ure 8(a). The ForwardingStrategy component determines
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Algorithm 1: Training of Q-Network using Reinforce-
ment Learning (RL)

Input: Embedding vectors za, zv; update frequency C;
replay buffer size M; exploration rate ε; episode
number N; time T ; discount factor γ

Output: Trained Q network with parameters ΘQ

1 Initialization:
2 Initialize replay buffer B with size M;
3 Initialize Q network with parameters Θ;
4 Initialize target Q network with weights Θ̂ = Θ;

5 for episode = 1 to N do
6 Select MANET with random topology;
7 Initialize state s1 = ();
8 for t = 1 to T do
9 if random action at == 1 then

10 Select at randomly with probability ϵ;
11 else
12 Select at = arg maxa Q(st, a;Θ);
13 end
14 Execute action at, observe reward rt;
15 Update state st+1 = st ∪ {at};
16 if t ≥ n then
17 Store transition (st−n, at−n, rt−n,t, st) in B;
18 Sample transition (s j, a j, r j, j+n, s j+n) from B;
19 if s j+n is terminal state then
20 Set y j = r j, j+n;
21 else
22 Set y j = r j, j+n + γmaxa′ Q(s j+n, a′; Θ̂);
23 end
24 Perform gradient descent update on Θ using

the loss (y j − Q(s j, a j;Θ))2;
25 end
26 if t%C == 0 then
27 Update Θ̂ = Θ;
28 end
29 end
30 end
31 return Q network parameters ΘQ;

the best path for data and interest packets to travel through
the network. The Face8 class establishes connections between
pairs of NDN nodes, whether they are producer/sender nodes,
consumer/receiver nodes, or intermediate nodes. These con-
nections are implemented using either TcpFace for TCP con-
nections or UdpFace for UDP sessions. TcpFace ensures reli-
able, ordered data transmission, making it suitable for scenar-
ios that demand strict reliability [48]. In contrast, UdpFace of-
fers lightweight, best-effort delivery, prioritizing speed and effi-
ciency. This setup enables direct exchange of Interest and Data
packets between consumers and producers within the network.

8”Face” is preferred over ”interface” because it includes not just the routing
of packets across hardware network connections, but also the direct interaction
of packets with application processes [47].

(a) Default ndnSim without MANET feature.

(b) ndnSim with MANET feature.

Figure 8: Changes applied to ndnSim in NS-3 for enabling the MANET feature,
where (a) represents the default implementation and (b) represents the modified
version with MANET.

The next class, NetDeviceFace, utilizes the send() method
to transmit encapsulated packets either to a WiFiNetDevice

for forwarding or to the Face for reception and decapsulation.
It manages the conversion of packets into a suitable format for
transmission across physical or virtual network devices. Lastly,
the WiFiNetDevice serves as the network interface responsi-
ble for wireless communication, handling both the transmission
and reception of packets over WiFi networks. In the default
configuration of ndnSim, packets are broadcasted with the ad-
dress ff:ff:ff:ff:ff . This ensures that packets are sent to
all devices on the network, mimicking a broadcast transmission.

To enable the MANET feature, we need to integrate two cru-
cial features: (1) enable the content-chunk layer to adopt to
the dynamic topology (due to frequent mobility in the battle-
field scenario), (2) unicast the information to its target neigh-
bor, rather than broadcasting to everyone. These enhancements
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Table 1: List of hyperparameters used in the experiments.

Hyperparameter Specified Value Explanation

Maximum Episodes 1,000,000 The maximum number of training episodes
Replay Memory Size 500,000 Size of the experience replay buffer
Embedding Dimension 32 Dimension of the node embedding vector
Layer Iterations/Depth 3 Number of iterations for neighbor aggregation
Learning Rate 0.0001 Learning rate for the Adam optimizer
Time Update 1000 Frequency of updates for the target network
Q-learning steps 3 Number of steps in the multi-step Q-learning algorithm
Discount Factor 0.99 Discount factor (γ) used in the Q-learning update
Initial/Final Exploration 1/0.05 Initial/final values of ϵ in ϵ-greedy exploration
Exploration Steps 10,000 Steps to linearly reduce ϵ from its initial to final value
Mini-batch Size 32 Number of samples in each mini-batch during training

have been included in our modified ndnSim illustrated in Figure
8(b). We have enhanced the node component by introducing a
MAC address buffer to cope with frequent node mobility and
the resulting dynamic changes in network topology. This buffer
allows nodes to efficiently store and manage MAC addresses of
neighboring nodes, facilitating faster and more accurate rout-
ing decisions based on real-time network conditions. Addition-
ally, we’ve integrated enhanced MAC address handling into the
Pending Interest Table (PIT) and Forwarding Information Base
(FIB). This update in the PIT and FIB ensure that Interest and
Data packets are forwarded directly to their intended recipients
through unicast transmissions, rather than being broadcasted to
all nodes indiscriminately.

With these modifications, the existing ndnSim version 2.0
[11; 12] now supports MANET features, making it well-suited
for simulating our battlefield scenarios for evaluation.

5.2. Simulation Results

All our experimental simulations were conducted on a Core-
i9 HP desktop, equipped with 64 GB of RAM and an Nvidia
GeForce RTX 3090 Ti graphics card with 24 GB of mem-
ory. Using the above-modified ndnSim framework in NS-3,
we trained the model on random MANETs with small network
nodes ranging from 50 to 100. To achieve this, we generated ap-
proximately 10,000 random networks and used them for train-
ing and around 100 instances for validation. We used Tensor-
Flow 1.8 to implement our model and trained it using the Adam
optimizer. The detailed list of our hyperparameters is shown in
Table 1.

5.2.1. Assessment of Model’s reliability
In a battlefield scenario, communication from critical nodes

can begin at any moment, necessitating that our trained model
effectively capture their transmissions. To evaluate this capa-
bility, we considered a topology of 100 nodes, with 90 being
mobile MANET nodes and 10 being immobile, statically con-
figured nodes. More Specifically, the MANET nodes, which
are randomly distributed, where each node is transmitting to
its neighbour node with a slightly lower throughput (≤1 Mbps)
with a random inter transmission frequency. The transmission

between the MANET nodes is set randomly between 1 and 5
seconds9. In contrast, the static nodes (assumed to be the criti-
cal nodes) transmit at a slightly higher random rate (1-2 Mbps)
and with a higher transmission frequency (1 to 2 seconds) dur-
ing specific intervals: 5-7 minutes, 15-17 minutes, 20-22 min-
utes, 35-37 minutes, and 56-58 minutes within a one-hour time-
frame. The objective was to determine if our model could effi-
ciently detect the transmissions from these critical nodes, even
during brief periods of aggressive transmission activity.

Figure 9(a) presents the aggregated transmission rate of the
all nodes. It can be observed that during periods of criti-
cal nodes transmission, there is a slightly higher aggregated
throughput for shorter durations (5-7 minutes, 15-17 minutes,
20-22 minutes, 35-37 minutes, and 56-58 minutes within a one-
hour timeframe). The model accurately captures these trans-
missions during the specific intervals as depicted in red line.
We also provide an assessment in Figure 9(b), which shows
the identification of each individual critical node involved in
the transmission along with its respective throughput. For a
fair comparison, we have normalized the throughput values to
a scale between 0 and 1. The time axis indicates the transmis-
sion time of every node whilst the node number is the index of
each node involved in transmission. It is evident from Figure 9
that our model can effectively identify every critical node and
capture its transmission instantly with accurate timing.

5.2.2. Assessment of Scalability Vs. Runtime
Scalability is a critical factor in battlefield MANET scenar-

ios. In Figure 9(c), we analyze the runtime performance of our
framework in a scalable MANET environment. We test network
sizes ranging from 100 nodes to 10 million nodes. Furthermore,
we evaluate five different cases with varying step ratios. The
step ratio refers to the fraction of nodes removed at each adap-
tive step during network inferences. The curves exhibit a linear
relationship relative to the number of edges. Notably, as we

9For example, a node transmits 1 Mbps of data to its neighbor, then trans-
mits another 0.5 Mbps of data after 3 seconds, and so forth. During this
transmission, the throughput remains random (up to 1 Mbps), and the inter-
transmission frequency is distributed randomly between 1 and 5 seconds.
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Figure 9: (a-b) Reliability of our model for effectively detecting the critical nodes in a complex MANET scenario. (c) Runtime evaluation with different scale

increase the step ratio from 0.1% to 20%, the runtime for the
network scale decreases (i.e., a larger step ratio—20%—results
in a significantly reduced running time, approximately 159%
lower than that of a 1% step ratio).

5.2.3. Assessment of Connected Node (CN) Problem
The purpose of this evaluation is to examine the problem of

identifying a subset of critical nodes—whether weighted or un-
weighted—in a MANET, whose removal will help mitigate the
spread of information among the remaining nodes in the net-
work. For this assessment, we compare our approach with two
key baselines: DeepELE [27], and FINDER [49]. DeepELE
is a deep reinforcement learning-based framework that is in-
tended to prevent the epidemic’s spread. It automatically learns
policies for identifying influential nodes (the nodes mainly re-
sponsible for spreading the infections) in a given graph. Simi-
larly, the other baseline, FINDER, is a scalable deep reinforce-
ment learning framework for identifying key players in com-
plex networks using inductive graph representation learning to
solve combinatorial problems. We adopted both baselines to
our designated MANET and compared their performance with
our framework.

To assess the connected node problem, we generated a di-
verse range of MANETs with sizes ranging from 50 to 100,
100 to 200, 300 to 400, and 400 to 500 nodes, as illustrated
in Figure 10. For each of the aforementioned scales, we gen-
erated 100 random instances using the Barabási–Albert (BA)
model. In order to carefully examine, the connected node prob-
lem, we disabled the mobility feature of every node. All net-
works were handled as simplex (unidirectional) and any self-
loops were eliminated. We examine three different cases for
node weights: unweighted nodes, degree-weighted nodes, and
randomly-weighted nodes.

Node Unweighted. In this case, no weights are assigned to any
node. Figure 10(a) displays this case across all scales and com-
pares the accumulated normalized connectivity metric (denoted
by Equation – (31)) between the baseline and our framework.
The accumulated normalized connectivity score evaluates the
impact of removing critical nodes on the overall connectivity
of a network. Each bar represents the average value calculated
from 100 instances. It is evident that our framework results in

a lower overall accumulated network connectivity score com-
pared to others, indicating a more significant removal of critical
nodes. This outcome is attributed to our framework’s ability
to effectively capture the connectivity between each node and
its neighbors during the encoding process, regardless of the un-
weighted assignment. As an example, for the 200 to 300 scale,
our framework achieves a mean score of 0.18, compared to 0.22
for FINDER and 0.23 for DeepELE. This indicates that our
framework’s removal of critical nodes is 20% more effective
than FINDER and 24% more effective than DeepELE.

Node Degree Weighted. In this case weight is assigned to a
node based on its degree, which is the number of connections
(edges) it has to other nodes in the network. This weight does
not reflect the node’s connectivity or position in the network
but rather introduces variability into the analysis presented in
Figure 10(b). Our framework demonstrates a more intelligent
approach to updating the degree weights of all nodes within
the network compared to other baselines, achieving a lower
accumulated normalized connectivity score for the considered
scales.

Node Random Weighted. Node random weight is calculated
as c(i) = 0.5 × (d(i) + d̄ · ϵ), where d(i) is the node’s degree, d̄
is the median degree of the network, and ϵ is a random variable
from a normal distribution with mean 0 and variance 1. This
formula combines the node’s connectivity with a random factor
scaled by the median degree, and the result is then halved10 to
determine the final weight. Using this weighted approach, the
comparison between the baselines and our framework is illus-
trated in Figure 10(c). With the introduction of randomness, we
not only examine the connectivity of individual nodes but also
how random variations can influence the overall performance of
the network. As a result, accumulated normalized connectivity
metrics more accurately reflect the true influence of nodes by
accounting for both their structural roles and inherent variabil-
ity. This is evident from Figure 10(c), where our framework
surpasses the two baseline approaches. This advantage stems
from the careful weight updates shown in Figure 7, which en-
able our framework to compute accumulated normalized con-

10It moderates the overall influence of these factors
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(b) Node Degree Weighted – Connected Node.
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(c) Node Random Weighted – Connected Node.

Figure 10: Connected node problem with different cases (a) node unweighted, (b) node degree weighted, and (c) node random weighted
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(b) Node Degree Weighted – Connected Node.
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(c) Node Random Weighted – Connected Node.

Figure 11: Pairwise connectivity of residual network with different cases: (a) node unweighted, (b) node degree weighted, and (c) node random weighted

nectivity more efficiently. Moreover, the baseline approaches
also demonstrate improvements compared to the two previously
mentioned cases.

We further assessed the connected node problem by consid-
ering 100 instances of MANETs with 100 to 200 nodes for three
cases: node unweighted, node degree weighted, and node ran-
dom degree weighted. Figure 11 illustrates the pairwise con-
nectivity of the residual network as a function of the fraction
of removed nodes. We compare our framework with the two
baseline approaches: FINDER and DeepELE. In Figures 11(a)
to 11(c), all methods initially start with a pairwise connectivity
of 1, which indicates full connectivity. As the fraction of re-
moved nodes increases, the pairwise connectivity decreases for
all approaches. It is noteworthy that compared to our frame-
work, FINDER and DeepELE show a slower decline, meaning
they maintain higher connectivity for a larger fraction of re-
moved nodes. Conversely, our framework demonstrates a more
rapid decline in pairwise connectivity, suggesting a higher ef-
fectiveness in identifying and removing critical nodes that sig-
nificantly impact network connectivity.

Another aspect illustrated by Figures 11 is the overall trend
showing how different node weighting strategies affect pairwise
connectivity as nodes are removed. In all cases, connectivity
decreases with an increasing fraction of removed nodes, but the
rate of decline varies by method. For unweighted nodes on left-
most figure, the connectivity decline is less pronounced com-
pared to other strategies. In contrast, with node degree weight-
ing in the middle figure, the decline is steeper, indicating a more

effective removal of critical nodes. Finally, in the rightmost fig-
ure, the decline in connectivity with random weights is the most
significant. This indicates that this approach is more effective
at targeting and disrupting critical nodes within the network.

5.2.4. Assessment of Network Dismantling (ND) Problem
In contrast to the connected node problem, which investi-

gates the impact of node removal strategies on network connec-
tivity, network dismantling aims to fragment the network into
smaller components with minimal node removal. This approach
assesses the network’s resilience against critical node removals
by measuring how connectivity degrades. For evaluating the
network dismantling (ND) problem, we consider 100 instances
for each scale in each node weighting case. Each bar represents
the average result across these instances. The error bars indi-
cate the deviation from the median value, with the upper cap
showing the third quantile value and the lower cap showing the
first quantile value.

Figure 12 compare the accumulated normalized connectivity
resulting from the network dismantling of RAID to the base-
lines (DeepELE and FINDER) using different node weighting
strategies. The comparison clearly demonstrates that RAID
consistently achieves the lowest accumulated normalized con-
nectivity across all scenarios, regardless of scale or weight vari-
ations. This lower accumulated normalized connectivity met-
ric indicates that RAID is more effective at dismantling net-
works by significantly reducing their overall connectivity. In
Figure 12(a), we evaluated network dismantling without assign-
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(a) Node Unweighted – Network Dismantling
(ND)).
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(b) Node Degree Weighted – Network Disman-
tling (ND).
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(c) Node Random Weighted – Network Disman-
tling (ND).

Figure 12: Node dismantling with different cases (a) node unweighted, (b) node degree weighted, and (c) node random weighted

ing weights to the nodes. RAID exhibits a notable reduction in
connectivity across all scales, especially in smaller networks.
When nodes are degree-weighted, as shown in Figure 12(b),
the decline in connectivity improves further, leading to more
effective removal of critical nodes. The most notable perfor-
mance is observed in Figure 12(c) with random weights. In this
case, RAID achieves the greatest reduction in connectivity, un-
derscoring its effectiveness in efficiently targeting and removing
critical nodes.

6. Discussion and Future Work

This paper is written from an adversarial perspective. It is
focusing on disrupting (or jamming) the communication of crit-
ical nodes on the opposing side of the battlefield. We have de-
signed a comprehensive mathematical model and a reinforce-
ment learning framework to identify these critical nodes and
subsequently disrupt their communication. With a thorough un-
derstanding of the adversarial side, we are now exploring a new
direction to defend against such attacks. Our future work will
focus on developing a counter-framework to protect and prevent
against these disruptions.

As finding the critical node in a network is an NP-hard prob-
lem [35], we believe there is room for improving our existing
model. We are exploring methods to enhance model accuracy
and reduce computational complexity for large-scale network
problems by investigating advanced unsupervised and semi-
supervised convolutional learning techniques.

We also aim to implement our framework in realistic settings.
This could be achieved by surreptitiously planting or sending a
stealth device to the enemy side that is capable of inspecting
ongoing wireless traffic at the MAC layer (e.g., by integrating
a device like Air-Pcap [50; 51]) or at the physical layer (e.g.,
sniffing traffic in monitoring mode as in [52; 53] or using cog-
nitive radio [54; 55]) to learn traffic patterns. Once the traffic is
understood, our framework can identify the critical nodes. Vari-
ous disruptive techniques (e.g., network flooding, poisoning the
IP/MAC table, etc. [56]) can then be used to jam those target
nodes. This will also be part of our future work.

7. Conclusion

In this paper, we present a framework known as RAID for
removing critical nodes in battlefield scenarios to disrupt their
communication. We have derived a comprehensive mathemat-
ical model for identifying the important links associated with
critical nodes and formulated the problem of finding all criti-
cal nodes responsible for propagating information in the battle-
field. We designed our framework referred to as RAID to ad-
dress it. RAID employs a reinforcement learning method that
incorporates an encoder and decoder. The encoder uses a graph
embedding technique to transform the complex structure of a
network into an embedding vector, aggregating features from
the node neighbors, while the decoder assigns a score (maxi-
mum reward) to each embedding state and action. The trained
model has been tested through comprehensive evaluations using
our adopted Named Data Networking (NDN) MANET topolo-
gies. RAID has been assessed across various scales and weight-
ing methods for both connected node and network dismantling
problems. It outperformed existing RL-based baselines, achiev-
ing a 24% performance gain for smaller scale topologies (50-
100 nodes) and 8% for larger scale topologies (400-500 nodes)
in the connected node problem; and a 7% gain for smaller scale
topologies and 15% for larger scale topologies in network dis-
mantling problems.
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