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ABSTRACT Spy cameras planted in various private places, such as motels, hotels, homestays (i.e.,Airbnb),
and restrooms, have raised immense privacy concerns. Wi-Fi spy cameras are used extensively by various
adversaries because of easy installability, followed by size reduction. To prevent invasions of privacy, most
studies have detected wireless cameras based on video traffic analysis and require additional synchronous
data from external sensors or stimulus hardware to confirm the user’s motion. Such supplements make the
users uncomfortable, requiring extra effort and time for setting. This paper proposes an effective spy camera
detection system called DeepDeSpy to detect the recording of a spy camera with no effort from the user.
The core idea is using the channel state information (CSI) and the network traffic from the camera to detect
whether the wireless camera records the movements of the user. The CSI signal is prone to motion, and
detecting motion from an enormous amount of CSI data in real-time is challenging. This was handled by
leveraging the convolutional neural network (CNN) and bidirectional long short-term memory (BiLSTM)
deep learningmethods. Such synergistic CNN andBiLSTMdeep learningmodels enable instant and accurate
detection by automatically extracting meaningful features from the sequential raw CSI data. The feasibility
of DeepDeSpy was verified by implementing it on both a PC and a smartphone and evaluating it in real-life
scenarios (e.g., various room sizes and user physical activities). The average accuracy achieved in different
real-life settings was approximately 96%, reaching 98.9% with intensive physical activity in the large-size
room. Moreover, the ability to achieve instant detection on a smartphone within only a one-second response
time makes it workable for real-time applications.

INDEX TERMS Channel state information (CSI), network traffic, Wi-Fi monitoring mode, deep learning,
convolutional neural network (CNN), bidirectional long short-term memory (BiLSTM).

I. INTRODUCTION
The use of surveillance cameras to consistently monitor
surveillance-required places, such as banks, offices, roads,
subways, and shopping malls, has become common every-
where to prevent unfortunate incidents, such as robbery,
assault, and homicide. There is a huge proliferation in the
development of cameras in terms of different sizes, shapes,
functionalities, and applications. Modern technology has
made possible cameras as small as the size of a human nail
while embedding all the features required for the normal
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operation of a camera, such as Wi-Fi connectivity, audio
support, and high definition visual quality. Moreover, they
are available in different packages, such as power outlets,
USB chargers, and smoke detectors [1]. Such innovations
have permitted its illegal use in many private zones, such as
hotel rooms [2], Airbnb [3], [4], restroom [5], and changing
room [6], which can expose and record the private moments
of the victims. Figure 1 gives a typical example, where the
camera is placed in a hidden place (dress stand), and the
victim is unaware of its placement. This camera (hereafter
called spy camera) surreptitiously records the monitored area
and streams the data to the remote storage (cloud storage)
or local storage through a Wi-Fi connection. At the other
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FIGURE 1. Spy camera installed in a hidden place in a private zone, which
continuously sends the footage of the monitored area to a local/remote
storage via a Wi-Fi link.

end, the offender can view and download the streaming, use
it for blackmail or other illegitimate purposes. In the last
few years, this type of privacy invasion has massively raised
public privacy concerns [2]–[6].

To cope with this, people have sought reliable and afford-
able solutions that can detect nearby hidden cameras. Several
solutions are available both in the form of hardware and
smartphone applications. (1) The hardware device called spy
camera hunter [7] is available on the market. On the other
hand, this device is bulky and difficult to carry everywhere
by the user. Furthermore, it only detects analog streaming,
such as PAL, NTSC, and cannot identify encoded traffic,
which is common in Wi-Fi IP cameras. (2) There are many
smartphone applications available [11]–[14], and [15] for
both iOS and Android. Most [11]– [14] require prior knowl-
edge of the hidden camera placement, which is unrealistic
because of its small size and unsuspected packagings, such
as a fire alarm or wall clock. Another application stimulated
by smartphone flashing is used for spy camera detection [11]
by coercing the camera into generating a video signal. The
emitted RF signal can be identified by scanning the RF bands
for signals that match the flashing pattern. Unfortunately,
this application is affected by the lighting conditions of the
environment. Applications [12] and [13] are tracking the
camera based on the radiated electromagnetic waves using
the magnetometer sensor of the smartphone. On the other
hand, the electromagnetic radiation from the camera is very
small, and it requires close proximity to detect it. In summary,
any application that requires proximity with the hidden cam-
era is impractical.

On the other hand, DeWiCam [15] application does not
require proximity with the spy camera. It forces the user
to carry the smartphone while moving for approximately
15 to 30 seconds so that the motion is sensed via the
accelerometer for camera localization in a room. Never-
theless, the DeWiCam has certain drawbacks, such as the
requirement for producing an effort-intensive motion like
jumping, waving hands, andwalking around the room, as well
as a long delay for detection.

The above drawbacks were addressed by exploiting the
variations of two main parameters from a Wi-Fi camera:

channel states information (CSI) and video traffic. These
parameters were stimulated by the movements produced by
everyday activities [16]. Finally, based on their correlation,
camera detection is anticipated. The main question is how to
implement a sophisticated detecting system that can tackle
the substantial amount of raw CSI data to detect the spy
camera efficiently in real-time. Herein, this paper proposes
an effective and effortless solution called DeepDeSpy1 that
leverages the CSI and the camera traffic to detect a spy
camera. The camera detection process involves the following
steps: (1) The existence of a wireless camera2 is identi-
fied based on its packet’s length distribution [15]. (2) The
traffic and CSI data are captured from the target camera.
(3) A deep learning technique combining the CNN and LSTM
networks can be used to classify human motion from CSI
data and obtain reliable performance. (4) Camera recording
is detected based on the correlation between the fluctuations
of the camera traffic (i.e., video traffic) and human motion
(i.e., CSI variation).

The major contributions of this study are as follows:

• This paper proposes a system for detecting a spy camera
without making labor-intensive movements (e.g., jump-
ing, and waving) or carrying a smartphone by leveraging
the CSI signals of the Wi-Fi camera.

• A CNN-BiLSTM deep learning model that exploits a
synergistic CNN andBidirectional LSTM (BiLSTM) for
CSI motion detection is proposed. The CNN can learn
the features efficiently and automatically while BiLSTM
processes the CSI data sequentially in the backward
and forward directions to improve the effectiveness of
motion recognition.

• Various effects of DeepDeSpy in diverse real-life were
evaluated thoroughly: (1) the effect of multipath by
assessing it in different-sized rooms, (2) passive motion
sensing by placing the smartphone at different locations
relative to the camera, and (3) sensitivity gain by assess-
ing the physical activity of different intensities. The
CNN-BiLSTM model was also installed in an android
app to verify its feasibility in real-time.

The remainder of this paper is structured as follows.
Section II summarized some related work on spy camera
detection and related deep learning schemes. Section III
presents the problem statement and explains the system
model, attacker model, and design requirements. Section IV
outlines the design ofDeepDeSpy and explains the CSI-based
human movement detection. The experimental settings and
results are thoroughly discussed in Section V. Section VI
provides a discussion and future work. Section VII concludes
this paper. Table 1 lists the acronyms and their definitions
used in this paper.

1DeepDeSpy stands for Deep learning-based Detecting a Spy-camera.
2Solely detecting a wireless camera is not enough, i.e., it can be a general

camera installed outside somewhere for security reasons.
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TABLE 1. Abbreviations and acronyms.

II. RELATED WORK
Recently, the leaking of private videos captured by hidden
cameras has raised serious concerns. Several victims (includ-
ing celebrities) have committed suicide because of lost self-
esteem in society [9], [10]. Such a high privacy concern has
spiked endeavors to find a suitable, affordable, and reliable
solution for detecting spy cameras. DeWiCam [15] uses a
smartphone in monitoring mode and captures the wireless
traffic from the wireless medium. They then identify the
wireless camera traffic from mixed traffic (e.g., laptop, TV,
and gaming traffic) based on the packet length distribution.
Another approach in [12] used a smartphone with an addi-
tional Wi-Fi (which was set on promiscuous mode) to detect
the traffic from the surrounding environment and a web
camera (used as a spy camera) generating video traffic. The
camera was stimulated by flashing lights. Based on such stim-
ulation, the camera traffic was identified from non-camera
traffic. Wu et al. addressed the camera detection by the
similarity of simultaneous observation [38], where the timing
pattern of data transmission of a random camera was corre-
lated with the timing pattern of a reference camera whose
timing pattern was previously known for that specific scene.
On the other hand, this work requires pre-training the known
camera to obtain the timing pattern for every stochastic scene.
A commercial hardware-based solution device known as a
spy camera hunter [7], can detect and display video stream-
ing by a wireless camera. This device works on a range of
frequencies, such as 1.2GHz, 2.4GHz, and 5.8GHz, but it
identifies streaming from an analog video source, such as
PAL, NTSC, and SECAM. In contrast, the Wi-Fi cameras
currently available compress and encrypt the video footage
before transmitting it. Hence, this device could not detect
such streaming.

On the other hand, many studies related to Wi-Fi-based
human activity recognition have been developed. Human
activity recognition based on a traditional machine learning
approach called CARMwas presented [17]. The authors pro-
cessed the CSI by filtering its noise using the principal com-
ponent analysis (PCA) de-noising technique, and the features
were extracted. These features were then classified formotion
detection by different machine learning techniques, such as
logistic regression, support vector machines (SVMs), hidden

Markov model (HMM), and deep learning. For a sequential
or temporal series of data samples, such as Wi-Fi CSI signal,
recurrent neural networks (RNNs) showed effective perfor-
mance in various applications, such as stock market pre-
diction [18], machine translation [19], text generation [20].
On the contrary, RNNs suffer from the vanishing gradients
caused by a long series of multiplications of small values,
which makes the learning process degenerate. Long short-
term memory (LSTM) solves these problems using a unique
additive gradient structure, which boosts performance for
time series with temporal dependencies, such as Wi-Fi CSI
signals [21]. Chen et al. [22] used attention-based bidirec-
tional long short-term memory (ABLSTM) to learn the rep-
resentative features in two directions from raw sequential
CSI measurements. Hence, it preserves both past and future
information for extracting the feature, further enhancing the
learning process. For these traditional learning algorithms,
it is difficult to identify and extract the correct features effec-
tively. Deep neural networks (DNN) address this problem
by learning features automatically. The convolution neural
network (CNN) was used because of its effective learning
from local features. In addition, bidirectional feature learning
was leveraged using BiLSTM to exploit the dependencies in
time series CSI data efficiently.

III. THE USER AND ATTACKER MODELS AND
DESIGN REQUIREMENTS
This section defines the issue resolved in this study. Given
a victim in a private place, it is possible to detect whether
he/she is being recorded by a hidden camera in real-time
without prior knowledge of the environment. The assumption
is explained from both the user’s and attacker’s sides and the
design requirement of DeepDeSpy.

A. USER MODEL
A user staying in a private place, such as a hotel, motel,
or Airbnb, is assumed to be interested in detecting the record-
ing of a hidden camera available in that particular place. It is
further assumed that abundant mixed wireless traffic is avail-
able from various devices, such as ordinary wireless cameras
for security purposes, laptops, IP TVs, and smartphones.
This makes the scenarios more realistic because, in practice,
there may be many network devices within the range of the
user, and its consideration is vital. Furthermore, the user is
assumed to have a smartphone that supports the monitoring
mode, i.e., the wireless network interfacing card of the smart-
phone can see the network traffic in the surrounding.

The user is not assumed to have prior knowledge of the
location and position of the installed camera, even though
it has to be in the communication range of the smartphone
(i.e., the smartphone should be able to detect its packets).
It is not assumed that the user should carry the smartphone
and walk in the room for camera detection, as reported
elsewhere [15]. Instead, the smartphone should detect the
camera wherever it has been placed (within the communi-
cation range). Another assumption is that the user should
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FIGURE 2. Deep learning-based camera detection method.

be associated with a network where the Wi-Fi camera is
connected.

B. ATTACKER MODEL
It is assumed that the attacker can install the camera any-
where in a room. Moreover, the camera has a Wi-Fi device
and access to local storage (inside the same building) or
remote storage (e.g., cloud storage) to store its streaming data
because there is limited internal memory inside the camera
to store the captured footage for the long term. The attacker
can access the live footage of the camera at any time online.
The attacker also has full control over the network where the
camera is connected. In addition, the attacker has full access
to the local or cloud storage at which the streaming is stored.

The attacker keeps the camera for a considerably long
period to record the target of interest. Hence, the attacker
can place the camera in an unsuspected package, given that
the target area is fully covered. The attacker can use more
than one camera if the area is not fully covered with a single
camera. Moreover, the attacker has full control over the cam-
era configuration, such as changing the streaming quality and
turning on and off its audio.

C. DESIGN REQUIREMENT
The goal of DeepDeSpy is to enable the users to detect a spy
camera in a private place that is streaming their video without
their consent. Hence, DeepDeSpy should meet the following
requirements.

• Regardless of the size of the room, it should work in
every indoor environment.

• It should work without joining the network.
• Regardless of video encryption, the spy camera should
still be detected.

• It should work in any smartphone whose Wi-Fi card
supports the monitoring mode.

• It should be a lightweight and affordable solution.

The fine-grained physical layer information referred to
as CSI alongside video traffic analytic is used to detect
whether a user is being recorded. To the best of the authors’
knowledge, no known system so far has used these attributes

FIGURE 3. DeepDeSpy detection flowchart.

concurrently to passively, painlessly, and instantly achieve
impressive detection results.

IV. DeepDeSpy METHODOLOGY
A. OVERVIEW
This section first introduces the flow of the DeepDeSpy algo-
rithm illustrated in Figure 3. First, the smartphone Wi-Fi is
placed in monitoring mode to inspect packets of all flows.
Four features of each flow, including the transient Packet
length distributions (PLD) feature, the hardware-related fea-
tures, the bandwidth stability feature, and the PLD stability
features, are calculated. The ExtraTrees classification algo-
rithm is then used to identify the flow as wireless camera traf-
fic [15]. The cameraMAC address was extracted and added to
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the list for further inspection. Second, two motion detection
are performed simultaneously with each camera in the list to
verify whether the camera is a spy camera (i.e., recording
the user in the target area): (1) detect human motion using
the deep learning model after extracting CSI using Nexmon
API [8] (presented in Section IV-B). (2) detect the motion in
the recording area of the camera due to the amount of scene
variation of camera traffic (presented in Section IV-C). Both
parameters were extracted using a Nexus-5 smartphone with
monitoring mode enabled. Finally, the motion detected by the
CSI and camera traffic was correlated.

Furthermore, DeepDeSpy works with multiple cameras
and multiple people. Table 2 lists the spy camera decision.
Specifically, the most crucial case is case 1, where Deep-
DeSpy detects the motion from both the traffic and CSI to
anticipate the spy camera. There could be a CCTV camera
installed for security purposes, which may be listed in the
camera inspection list. Case 2 anticipates a none-spy camera
as it records another motion outside owing to no motion evi-
dence inside from the CSI. This camera is therefore removed
from the camera inspection list. Case 2 effectively mitigates
the likelihood of false detection (i.e., detecting a non-spy
camera as a spy camera). Sometimes the none-line-of-sight
motion (i.e., a person moving outside the target area) causes
some fluctuations in the CSI, but the camera bitrate could be
stable because of no motion in the target area. Hence, such a
camera is kept on the list for further inspection, as shown in
case 3. Similarly, case 4 is also unclassified because of a lack
of evidence of motion from both the bitrate and CSI.

TABLE 2. Probability of camera recording.

B. MOTION DETECTION FROM CSI DATA
DeepDeSpy requires two types of data to anticipate spy cam-
era detection: (1) the CSI data to examine human motion
inside the target place, and (2) the traffic of the camera, which
is recording the target area. This data is detected concurrently,
processed, and inspected for camera availability. The details
are explained as follows.

1) CSI DATA COLLECTION
The CSI signal is affected vigorously by the multipath effect
in indoor environments. This effect varies with the choice of
room (room size), scatter inside the room (e.g., furniture), and
humanmotion in that room. To fully evaluate the performance
of DeepDeSpy, it was tested in rooms of different sizes,
with different furniture arrangements. In all cases, the hidden
camera was placed in a concealed place inside the room to
realize a more realistic scenario. Table 3 provides details

TABLE 3. Environments for the experiment.

of the room and the number of samples collected. For each
room, three physical activities were conducted: light physical
activity, such as changing a jacket, medium physical activity
(i.e., moderate walking at a speed of 1.4m/s), and intensive
physical activity (i.e., skipping at a rate of 3 skips/sec). Forty
samples were collected for each activity performed in each
room, and each sample was recorded in 30 seconds, which
was a combination of both sedentary behavior (initially stay-
ing still for 15s) and then physical activity. For the sake of
unobtrusiveness sensing, the smartphone was placed in dif-
ferent corners of the room during data collection to assess the
strength of the system to work effectively without requiring
the user to carry the smartphone for camera detection.

2) CSI DATA PREPROCESSING
The raw CSI signal contains significant distortion that must
be sanitized before the deep learning training phase. The
data sanitizing step involves the removal of pilots and null
subcarriers and extracting the magnitude from the sanitized
CSI data. Sixty-four CSI subcarriers (52 data subcarriers,
four pilots, and eight null subcarriers) in the 20 MHz band-
width and 2.4 GHz frequency spectrum were considered.
The information related to motion was preserved in the data
subcarriers. They were classified into three categories: 1) the
data subcarriers that carry the modulated data; 2) the pilot
subcarriers that track the amplitude, frequency, and phase
fluctuations; 3) the null subcarriers used as a guard carrier
to avoid interference from the adjacent channels. These out-
liers (pilots and null subcarriers) for motion detection were
removed to make the CSI information feasible for motion
detection [23].

The CSI data subcarriers values can be represented as

H = [H1,H2, . . .Hi, . . . ,HN ]T , i ∈ [1, 52], (1)

where N is the number of subcarriers. The Hi subcarrier can
be defined as

Hi = |Hi|ej sin{
6 Hi} (2)

where |Hi| and 6 Hi denote the amplitude and phase responses
for the ith subcarrier, respectively. There are different
approaches to detect motion using the amplitude [24], [25],
phase [26], [27] or both terms [28], [29]. The amplitude term
for training the deep learning model was exploited in the
experiment.

3) CONVOLUTIONAL NEURAL NETWORKS
Because the CNN can extract spatial features to represent
objects, it has been used with CSI to localize the indoor
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FIGURE 4. Illustration of a sample 1D-CNN with two convolution layers
and one fully connected layer.

FIGURE 5. Illustration of the LSTM with input, output, forget gates, and
activation functions.

IoT devices [30], [31], indoor people counting [32], and sign
language gestures recognition [33]. 1D-CNN was leveraged
in this model for automatically extracting the CSI features
because of its effectiveness in extracting the features with-
out manual engineering. Figure 4 shows the architecture of
1D-CNN, consisting of convolutional layers, pooling layers,
and fully connected layers. The convolution operation uses a
single filter to calculate one feature map. The ReLu function
is used widely for activation purposes to keep the values of
the features in a non-linear range (i.e., from 0 to 1). On the
other hand, it often yields enormous features, where some
features are not required. For this purpose, the pooling blocks
reduce the spatial size, keeping only the optimal features
in the feature map. This makes the system more robust to
noise and interference. These basic blocks can be increased
or reduced based on the application requirement.

4) LONG SHORT-TERM MEMORY NETWORKS
In this paper, the Long Short-Term Memory network was
applied to handle the Wi-Fi CSI data. LSTM networks were
the same as RNNs, except that memory blocks replace the
summation units in the hidden layer. The multiplicative gates
allow LSTM memory cells to store and access information
over long periods. As a result, they are better at finding
and exploiting long-range dependencies in the data. The key
component of LSTM is the cell state, which stores and passes
information between the LSTMs. Each LSTMblock has three
gates: (1) forget gate, which is used to remove information

FIGURE 6. Illustration of the bidirectional LSTM.

from the cell; (2) input gate, which adds information to the
cell state; (3) output gate. Figure 5 presents a single LSTM
memory block. The three gates are non-linear summation
units that are induced from the inside and outside blocks. The
activation of the cell is controlled by multiplications (small
circles with X inside). The input and output gates are used to
multiply the input and output of the cell, while the forget gate
is used tomultiply the previous state of the cell. The activation
function f of the gate is usually the logistic sigmoid, whereas
the cell input and output activation functions (g and h) can
be tanh, logistic sigmoid, or identity functions. The dashed
lines denote the weighted ‘‘peephole connections’’ from the
cell to the gates. The block yields a single output that is
a multiplication from the cell followed by the h activation
function and the output gate followed by f activation function.

5) BIDIRECTIONAL LONG SHORT-TERM
MEMORY NETWORKS
A bidirectional LSTM network, which connects two LSTM
layers of opposite directions to the same output, was used
to access both past and future features in the current time.
In doing so, the past and future features can be used effi-
ciently via backward and forward states, improving accuracy.
Figure 6 shows a BiLSTM sequence utilizing the aforemen-
tioned LSTM memory cells (green boxes) connected in the
forward and backward directions.

6) DEEP LEARNING MODEL
In this application, the CNN and BiLSTM structures
were merged to identify human motion in CSI data. This
combination has three benefits. First, it extracts the features
automatically without requiring detailed knowledge and gen-
eralization ability. Second, it holds temporal state informa-
tion of the CSI over arbitrary time intervals, which further
improves human motion detection. Third, the decoding pro-
cess is less computationally expensive. Thus it can be run on
the hardware of almost any smartphone.

a: CNN-BiLSTM FRAMEWORK
Figure 7 presents the proposed deep learning model for
CSI-based human motion detection. The input data is the
amplitude of the sanitized CSI (i.e., 52 data sub-carriers)
recorded in a sliding window of one second. First, for fea-
ture learning, three layers stacked 1D-CNN [35] are used
to learn the features from the CSI signals. The BiLSTM,
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FIGURE 7. Model overview.

which incorporates backward and forward layers, is then used
to learn the current state from the past and future states.
The feature matrix formed is fed to the flattened layer that
transforms it into a feature vector. Finally, the softmax classi-
fication takes the feature vector and classifies the user’s state
(i.e., whether or not the user is moving). The overall model is
illustrated in Figure 7.

b: MODELS PARAMETERS
Three 1D-convolution layers with 64 filters, which are
the optimal parameters obtained from Section V-A, kernel
size= 3, were chosen to extract the features with information
from the neighboring data, and a ReLU activation function
was used. The multipath effect affects the CSI data, which
depends on different factors, such as room size and scatters
inside the room. A 1D max-pooling layer with a pool size
set to 3 was added to highlight the features most detected in
diverse samples of CSI (e.g., different intensities of physical
activities performed and different furniture placements in a
room). The output from the 1Dmax-pooling layer was passed
to the LSTM layer. The proposed model must preserve the
past state (i.e., static or dynamic) from the CSI data. Hence,
100 units (i.e., hidden state or the output) were used in the
LSTM layer to remember the complex pattern of the CSI.
Moreover, ReLU activation, which enables the CNN to learn
non-linear dependencies, was also allowed. After the LSTM
layer(s) extracts the temporal dependencies of the sequential
CSI features, the output is sent to the fully connected output
layer with a Softmax activation binary classification output,
i.e., static and dynamic.

To compare the performance of this approach with the
existing architectures, such as LSTM [21] and BiLSTM [22],
firstly, the models were constructed using only LSTM and
BiLSTM networks and added to the 1D convolution layers.
These synergistic networks are referred to as the CNN-LSTM
and CNN-BiLSTM networks, respectively. For training mod-
els, the learning rate was set to 0.0001 for the Adam opti-
mizer, the mini-batch size was 32, and the number of training
epochs was 100. These parameters are given from running
an optimization framework called Optuna. These hyper-
parameters had little impact on the respective models, so they
were chosen to be consistent across all models.

C. MOTION DETECTION FROM CAMERA TRAFFIC
The raw packets from the camera flow are detected using
a Wi-Fi device that supports monitoring mode. The com-
modity cameras use the H.264 compression mechanism to
the encoded video to save bandwidth [15]. The H.264 com-
pression technique includes three types of pictures: Intra-
coded (I), Predicted (P), and Bidirectional predicted (B)
[36], [37]. The video data is compressed based on the Group
of Pictures (GoP). The I-picture serves as a reference point for
the other pictures in the GoP because it encodes the complete
scenes independently. In contrast, the B and P pictures encode
the inter-scene variations [1]. Thus, the GoP leads to lower
video data transmission when there is no change in the scene
(i.e., still scene). By contrast, higher video data is transmitted
when there is variation in the scene (i.e., dynamic scene).
When there is a motion in the scene, multiple maximum-

sized packets3 are transmitted. Even in a static state,
maximum-sized packets are transmitted because of the recur-
rent picture transmission. The maximum-sized packets are
counted to confirm the motion in the target area. The
motion recorded by the camera is expected if the amount
of maximum-sized packets per unit time exceeds a certain
threshold. In this experiment, the threshold was set to 50%,
where half of the packets are MTU.

D. IMPLEMENTATION
This study used a wireless Wi-Fi camera working at 2.4GHz,
named DEATTI, with several advanced features, such as
support for 1080p resolution, night vision, and pan/tilt. First,
a rooted Nexus-5 was used to collect data from wireless
traffic. The monitoring mode was enabled with the CSI
extraction feature by implementing the open-sourced GitHub
repository called Nexmon CSI [8]. In monitored mode,
the wireless traffic of the camera could be detected based
on the camera’s MAC address. Moreover, after the CSI
extractor was set up, CSI data was obtained by listening
to the frames on port 5500, which had a source address as
10.10.10.10 and destination address as 255.255.255.255. The
CSI data, including the amplitude values and phase values
in sub-carriers, are stored in the payload with the format

3The maximum transmission unit (MTU) of wireless cameras is
2,304 bytes.
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TABLE 4. Parameter settings for the experiment.

FIGURE 8. Snapshot of DeepDeSpy app. The blue line shows the motion
detection result, while the slim lines show the magnitudes of raw CSI
data of different subcarriers.

defined in [8]. Nexus-5, which has a single antenna, was used
in the present experiment, and 64 sub-carriers of raw CSI data
were collected at a 20 MHz wide channel.

To evaluate the effectiveness of the proposed approach,
a Keras sequential model was constructed with a Tensor-
Flow backend and compared with other deep learning-based
variations, i.e., conventional LSTM, bidirectional LSTM,
which can learn the features automatically. All models used a
one-second window containing 30 frames, where each frame
contained 52 data subcarriers. A one-second sliding win-
dow was used to divide the activity recorded samples into
40,000 one-second data samples used for training and testing.
The parameters of all the approaches were tuned carefully
using a validation set from the training data. A 10 fold cross-
validation was performed for evaluation: one-fold for testing,
and the remaining is for training. The accuracywas calculated
from the average of all 10 runs.

The model is converted to a TensorFlowLite model and
implemented over the Nexus-5 smartphone. Our smartphone
uses the modified driver of Nexmon [8], which enables it
to detect the packets from the wireless traffic. It reads the
packets from the camera flow and the corresponding CSI
raw data through the UDP socket. When there are sufficient
packets in the buffer from both sources, they are passed to the
model and examined for recording detection. Figure 8 shows
the classification result running on Nexus-5.

V. EVALUATION
This section assesses the performance of DeepDeSpy. The
accuracy and robustness of the recording detection of the
hidden camera were evaluated in the diverse and practical
scenarios.

A. PARAMETERS TUNING
In this part, the optimal combination of parameter values for
the model, such as the window size required for this applica-
tion and the number of layers, which are needed to detect a
spy camera accurately and responsively, were identified.

1) THE WINDOW SIZE
The impact of the input data size (or window size) on the final
decision was also investigated to study the performance of
DeepDeSpy. Figure 9 shows that the accuracy improves with
increasing window size from one to five seconds across all
models. On the other hand, the improvements are insignif-
icant after a two-second window. Furthermore, the CNN
with LSTM-based models (i.e., CNN-LSTM and CNN-
BiLSTM) achieved an approximately 2% gain in accuracy as
the window size was increased from one to three seconds.
A one-second window size, which sacrifices slight accuracy
(i.e., 96%) but achieves faster detection overall, was used
because the intention was to make the spy camera detection
system responsive and effective.

FIGURE 9. Impact of the window size on accuracy.

2) NUMBER OF LAYERS AND THE FILTER SIZE OF
CNN STRUCTURE
The effects of the number of layers and the number of
filter sizes on accuracy were investigated to determine the
efficiency of the 1D-CNN structure. The overall accuracy
improved with the increasing number of layers (from 1 to 5),
as shown in Figure 10. On the other hand, the filter size should
be chosen wisely. For example, if the smaller output filter
sizes are used, such as 8 and 16, the accuracy still deteriorates
regardless of increasing the number of layers; this occurs
when less information is available for the next layer. Two or
three layers can serve best for this application. In addition,
by applying various output filter sizes, a 64 size was found
to be the best fit for this application. In all subsequent eval-
uations, we use three layers with 64 filter size for the CNN
structure.

B. MODELS COMPARISON
This section compares the performance of DeepDeSpy
with various deep learning models to identify the best
model in terms of accuracy and computational complexity.
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FIGURE 10. Impact of the number of layers on the accuracy.

FIGURE 11. Accuracy of different models performed with 10 fold
cross-validation.

Specifically,DeepDeSpy is intended for smartphones. There-
fore, it should be a lightweight and efficient application.

1) OVERALL ACCURACY
Figure 11 presents box plots showing the average and the
variance of accuracy attained by various models. To compare
them fairly, they were trained on the same dataset, with
the same parameters settings. The LSTM model showed the
worst performance in terms of accuracy (92.36%) compared
to BiLSTM (93.35%). The performance gain of BiLSTMwas
attributed to the use of bidirectional information (considering
backward and forward data) for training its model. Leverag-
ing the CNN layer for extracting the features from the CSI fur-
ther improves the accuracy of thesemodels. CNNwith LSTM
(CNN-LSTM) achieved an accuracy of 96.25%, whereas
CNN with BiLSTM (CNN-BiLSTM) slightly outperformed
the CNN-LSTM and achieved an accuracy of 96.32%. The
slight improvement of CNN-BiLSTM was attributed to its
consistency in all folds. Note that CNN-LSTM can achieve a
better accuracy only in a folded dataset. The CSI data, often
being unfolded, was treated effectively by the CNN-BiLSTM
model in this experimental evaluation.

The related approach to detecting a spy camera was
DeWiCam [15]. It uses the accelerometer of a smartphone to
obtain the reading of human movement for in-room camera
localization. On the other hand, there are two critical draw-
backs ofDeWiCam. First, it needs the user to carry the smart-
phone and perform labor-intensive motions, such as walking
or jumping, because it uses an accelerometer sensor to sense

FIGURE 12. Detection accuracy of DeepDeSpy and DeWiCam.

TABLE 5. Testing time of the different models.

the user’s motion. The values from the sensor were com-
pared with a predefined threshold to determine the motion
period. Second, it requires users to stay still for a certain
period and then move to detect human motion by perceiving
both the rising and falling edges of the bitrate sequence
using the CUSUM (cumulative sum control chart). As a
result, theDeWiCam accuracy depends mostly on the amount
of physical activity performed. For example, with a physical
activity performed for 15 seconds, it can achieve 97.8% accu-
racy, but the performance decreases significantly by reducing
the physical activity (e.g., 80% accuracy with 10 seconds
of physical activity and 70% of accuracy with five seconds
of physical activity). DeepDeSpy, on the other hand, is an
effortless solution that does not require labor-intensive efforts
and a long duration of physical activity because of its sen-
sitivity. Under the scenario used in DeWiCam, DeepDeSpy
achieved a detection rate of 96% for one second of physical
activity and approximately 99% with five seconds of data or
more. Figure 12 compares the performance of DeepDeSpy
and DeWiCam.

2) TESTING TIME COMPARISON
Deep learning-based approaches take a longer time to train
a model. On the other hand, once the model is trained,
it does not require data pre-processing and feature extraction
steps. Moreover, the online testing for deep learning-based
approaches takes little time for classification and deciding for
real-time applications.

A 7th generation core-i9 desktop computer with a pro-
cessing speed of 2.80 GHz was used for training. The PC
also contained GTX1080Ti NVIDIA GeForce GPU. For the
testing, the computer and Nexus-5 smartphone were used.
Table 5 lists the testing time for both the computer and
smartphone.
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FIGURE 13. Accuracy of different models with different room sizes.

Even with the smartphone, the testing time was very rea-
sonable. For example, the testing time of CNN-BiLSTM on
Nexus 5 was approximately six milliseconds per sample,
whereas that on PC was around 0.4 milliseconds. Therefore,
this model works effectively for CSI-based real-time motion
detection.

C. EXPERIMENTAL RESULTS
The reliability of DeepDeSpy was tested by measuring its
sensitivity regarding the intensity of physical activity (PA)
performed and the diversity of indoor settings because the
CSI fluctuations change with the intensity of the physical
activity performed. For example, The CSI fluctuations caused
by intensive physical activity, such as jumping, might be
higher than that produced by a light physical activity, such
as changing the jacket. Furthermore, The choice of chosen
environment also plays a vital role in motion detection. For
example, physical activity in a small room causes more mul-
tipath effects than in a large room. Finally, to show the unob-
trusiveness of this system, it was placed in different locations
in the room to assess camera detection without carrying a
smartphone.

1) IMPACT OF THE ROOM SIZES
This study measured the effect of multipath reflection in the
CSI signal caused by different indoor settings. Therefore,
the room size was exploited as the variation in indoor set-
tings. The experiment was conducted in three rooms with
different sizes, i.e., small, medium, and large sizes, as shown
in Table 3. In each room, 40 samples were recorded for each
physical activity, and the duration of each sample was 30 sec-
onds. The initial 10 seconds was recorded deliberately in the
static condition, and physical activity of diverse intensities
(such as light, medium, and intensive) was performed after
10∼30 seconds. These mixed (static and then some physical
activity) activities were performed to realize both sedentary
and physical activity that has to be classified effectively by
this model. Figure 13 presents the accuracy results.

The CNN-BiLSTM model outperformed the other mod-
els in all environmental settings. The merged structure of
CNN and bidirectional LSTM automatically extracted the
features while the classification was done based on the for-
ward and backward information; this provides an effective
generalization performance. The accuracy of the larger room

FIGURE 14. Impact of physical activity on accuracy.

was higher than the others because a smaller room has a
smaller spacing between the walls that results in a severe mul-
tipath effect. Hence, the CSI experiences unstable behavior.
The increased spacing between the walls (i.e., larger rooms)
leads to a more stable behavior of CSI (i.e., lower multipath
effect). For this reason, the CSI is prone to fluctuations in
a small room (even in the static case), leading to more false
positives, and causesmore errors inmotion detection. By con-
trast, the CSI in the larger room shows a more stable behavior
in the static state.

2) EFFECT OF THE INTENSITY OF PHYSICAL ACTIVITY
Three types of activities were considered to assess the per-
formance of DeepDeSpy with regards to physical activities:
light physical activity, where the individual is changing the
jacket; medium physical activity, where the user is walk-
ing around the room at a moderate pace; intensive physical
activity in which the user is skipping in the target space.
This experiment aimed to measure the sensitivity of camera
detection in response to the intensity of physical activity.
As shown in Figure 14, the accuracy of the model was propor-
tional to the intensity of physical activity. CNN-LSTM and
CNN-BiLSTM achieved approximately 98% accuracy with
intense activity, whereas the accuracy was approximately
93.5% and 93.0%, respectively, with light physical activity.

3) SMARTPHONE PLACEMENT RELATIVE TO THE
CAMERA POSITION
To passively detect the spy cameras (i.e., the user not car-
rying a smartphone), the smartphone was placed at differ-
ent positions relative to the camera position in the room,
as shown in Figure 15. Figure 16 shows the results of the
DeepDeSpy-enabled smartphone placed at different locations
of the room. For each smartphone location in the room,
40 data samples were recorded, and the duration of each data
sample was 30 seconds. Surprisingly, the smartphone had the
strongest signal strength with the camera at Location 1, but it
showed poor accuracy with all the models, i.e., 83.1% aver-
age accuracy. In contrast, the other locations (Locations 2–5)
achieved a significantly higher average accuracy of approxi-
mately 95.2%, 94.2%, 94.0%, and 95.0%, respectively, than
Location 1. This is because the user motion in Location 1
does not obstruct the link between the smartphone and camera
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FIGURE 15. Smartphone placement at different locations relative to the
camera.

FIGURE 16. Accuracy of smartphone placements at five different
locations.

directly, resulting in a lower variation in CSI due to user
motion.

VI. DISCUSSION
A. COMBINING SEQUENTIAL DETECTION RESULTS
The accuracy can be increased by combining the decision
performed by successive window’s decision. And the final
decision should be made based on the majority decision
(detection or no detection). For example, the final decision
based on the majority will be detection if there are three
results from three successive windows with two anticipated
detections with 90% accuracy. Decision-based on such suc-
cessive window results can improve the accuracy by 99%.

B. Wi-Fi IN MONITORING MODE
To eavesdrop on the available network traffic, a smart-
phone needs to switch the Wi-Fi card into monitoring mode
after being rooted and installed with modified Wi-Fi card
firmware. In monitoring mode, data transmission and recep-
tion cannot occur [41] because the wireless adopter is busy
listening to the packets in the wireless network. On the other
hand, the connectivity can be resumed again once the moni-
toring application is suspended. A solution for this problem
is to use an additional device to detect a Wi-Fi CSI signal,
such as ESP32 Wi-Fi micro-controller in [42], then sending
the data to a custom-built application in the smartphones.

C. EFFECT OF THE MULTIPATH
The multipath reflection in wireless signals is contributed
by the number of scatters available in the room and the size

of the room. A small room causes more reflection, leading to
more multipaths that ultimately produce more false-positive
results. To filter out the unwanted reflections, the key idea is
to nullify the strong and irrelevant multipath signal and allow
only the signals related to themotion [43], [44]. A lightweight
solution for the efficient nullification of irrelevant reflected
signals can be envisaged in future work.

D. BATTERY CONSUMPTION TEST
The packet detection process requires a monitoring mode,
even though it is more power consuming than any other
sensor or operation, such as cell scanning, accelerometer,
or Wi-Fi scanning, as addressed in [45]. On the other hand,
they require a phone to remain in monitoring mode for a
long time, while DeepDeSpy requires monitoring mode for
very little time. The power consumption is expected to be
negligible. For further assessment, a battery consumption test
for the DeepDeSpy should be performed in future work.

VII. CONCLUSION
This paper proposed DeepDeSpy, as an effective and
lightweight approach for spy camera recording detection.
It analyzes the fluctuation of CSI and network traffic of the
camera at matched timestamp and anticipates the record-
ing detection. A synergistic network of CNN and BiLSTM
was proposed, which benefits automatic features extraction
and spectral dependencies extraction. DeepDeSpy has been
implemented on a PC and smartphone. The extensive eval-
uation showed that DeepDeSpy could achieve an average
of 96% accuracy with only a one-second response time.
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